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Introduction 
The FCP_FMG_AD-7.4 certification, associated with the FortiManager 7.4 Administrator role, is designed to 
validate a candidate’s ability to centrally manage network security policies and devices using FortiManager. This 
certification reflects practical knowledge in administering, configuring, and maintaining centralized management 
solutions within enterprise environments. It is relevant in modern IT contexts where scalable and consistent 
security management across distributed networks is essential. 
 
 

About This Training / Certification 
This certification focuses on assessing a candidate’s competency in centralized network security management, 
particularly using FortiManager within the Fortinet ecosystem. It is generally positioned at an intermediate level, 
suitable for professionals who already have foundational knowledge of networking and security concepts. The 
certification fits into a broader learning path that includes understanding firewall technologies, security fabric 
integration, and enterprise-level device management, helping candidates progress toward more advanced 
network security roles. 
 
 

What We Offer (AAAdemy) 
AAAdemy provides structured training resources designed to support certification preparation and skill 
development across a wide range of IT domains. Our learning materials are built around clear knowledge 
structures, practical study guidance, and exam-oriented practice to help learners progress with confidence. 

We offer well-organized knowledge explanations that break down complex topics into clear, understandable 
sections aligned with official exam objectives and real-world skill requirements. Each topic is designed to support 
both conceptual understanding and practical application. 

Our study plans and learning guidance help learners follow a logical progression, focusing on key concepts, 
common pitfalls, and effective preparation strategies. This approach enables learners to study efficiently while 
maintaining a clear view of their learning goals. 

To reinforce understanding, AAAdemy also provides practice questions and exam-focused insights that reflect 
typical certification scenarios. These resources are intended to help learners evaluate their readiness and 
strengthen their confidence before taking an exam. 

All content is designed for flexible, self-paced learning, allowing individuals to study independently or alongside 
their existing professional or academic commitments. 
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Knowledge Overview 
The FCP_FMG_AD-7.4 certification encompasses several core domains that reflect the functional responsibilities 
of a FortiManager administrator. These areas focus on centralized management, policy control, and operational 
efficiency across managed network environments. 

Administration and Management Domain​
 This area covers the foundational concepts required to operate and maintain FortiManager within an enterprise 
environment. It includes understanding system settings, administrative access control, and the overall 
architecture of centralized management. Candidates are expected to comprehend how FortiManager integrates 
within the broader Fortinet Security Fabric and supports scalable device administration. 

Device Registration Domain​
 This domain focuses on the process of onboarding and authorizing managed devices. It includes understanding 
device discovery methods, registration workflows, and secure communication establishment between 
FortiManager and managed devices. Candidates should understand how proper registration ensures consistent 
policy enforcement and centralized visibility. 

Device-Level Configuration and Installation Domain​
 This area addresses how configurations are applied directly to managed devices. It includes knowledge of 
configuration templates, installation targets, and deployment mechanisms. Candidates are expected to 
understand how changes are staged, validated, and installed across devices while maintaining consistency and 
minimizing disruption. 

Policy and Objects Domain​
 This domain emphasizes the creation, organization, and deployment of security policies and shared objects. It 
includes understanding policy packages, object reuse, and inheritance concepts. Candidates should be able to 
conceptualize how centralized policy management improves efficiency, reduces configuration errors, and 
enforces standardized security controls. 

Global ADOM and Central Management Domain​
 This area focuses on the use of Administrative Domains (ADOMs) to segment and organize device management 
across different administrative or organizational boundaries. It includes understanding global policies, object 
sharing, and centralized control mechanisms. Candidates are expected to understand how ADOMs support 
multi-tenant environments and delegated administration. 

Diagnostics and Troubleshooting Domain​
 This domain covers the tools and methodologies used to identify and resolve issues within 
FortiManager-managed environments. It includes understanding log analysis, task monitoring, and diagnostic 
commands. Candidates should be able to interpret system behavior, identify configuration inconsistencies, and 
troubleshoot deployment or communication issues. 

Additional Configuration Domain​
 This area includes supplementary configuration capabilities that enhance system functionality. It may involve 
advanced features, system customization, and integration-related settings. Candidates are expected to 
understand how these configurations contribute to optimizing performance, security, and operational flexibility. 
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Detailed Knowledge Explanation 

FCP_FMG_AD-7.4 Administration and Management 

1. Overview of FortiManager 

FortiManager serves as the strategic cornerstone of a centralized network security architecture, providing a 
unified platform to manage the complexities of a distributed Fortinet security fabric. In enterprise environments 
where administrators oversee hundreds of FortiGate firewalls, manual configuration at the individual device level 
is inherently inefficient and presents a significant risk of configuration sprawl. By implementing centralized 
control, organizations can enforce a single source of truth, ensuring that security policies and system settings 
remain consistent across all locations while drastically reducing the operational overhead associated with manual 
updates. 

Key Features and Benefits 

The functional utility of FortiManager is rooted in its support for Multi-Domain Administration (ADOMs), which 
facilitates the logical segmentation of the network into distinct administrative units. This feature is indispensable 
for large enterprises and managed service providers who must isolate configurations between departments or 
customers to prevent cross-contamination of settings. Furthermore, FortiManager provides robust automated 
backup and revision control mechanisms. By maintaining a detailed historical record of configuration versions, 
the platform ensures operational resilience, allowing for rapid restoration of services in the event of a 
misconfiguration. These foundational capabilities ensure both security consistency and long-term infrastructure 
stability. 

2. FortiManager Access Methods 

To accommodate various administrative workflows ranging from routine monitoring to complex programmatic 
orchestration, FortiManager provides diverse access methods. Each method is tailored to specific operational 
requirements, ensuring that administrators can interact with the management plane through the most efficient 
interface available. Establishing secure and reliable access is the first step toward effective centralized 
administration. 

2.1 Graphical User Interface (GUI) 

The Graphical User Interface (GUI) functions as the primary administrative dashboard, offering an intuitive, 
web-based environment for managing the security fabric. Within the GUI, the Device Manager module is utilized 
for onboarding and monitoring the health of managed devices, while the Policy & Objects module serves as the 
central repository for defining firewall rules and shared objects. Additionally, the FortiGuard Services module 
allows for the centralized management of security subscriptions, such as Antivirus and Web Filtering signatures, 
ensuring that all managed devices are protected against the latest threats. 
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2.2 Command-Line Interface (CLI) 

The Command-Line Interface (CLI) provides a high-performance environment for advanced troubleshooting, 
system diagnostics, and bulk configuration via scripting. Administrators typically access the CLI through Secure 
Shell (SSH) for remote management or via a physical console port for direct system recovery. Critical 
status-check commands, such as get system status, are essential for verifying the system's serial number, 
uptime, and firmware version. The CLI also facilitates system maintenance through commands like execute 
reboot or execute factoryreset, making it a vital tool for senior architects performing deep-level system 
analysis. 

2.3 REST API 

The integration of a REST API transforms FortiManager into a programmable security engine, enabling seamless 
integration with third-party orchestration tools and automation frameworks. By utilizing the API, organizations can 
automate repetitive tasks, such as the bulk creation of address objects or the deployment of standard policy sets, 
thereby reducing the risk of human error. This programmatic interface supports the modern move toward 
Infrastructure as Code (IaC), allowing security configurations to be managed with the same agility as application 
deployments. This high-level efficiency transitions naturally into the foundational hardening of the system itself. 

3. FortiManager System Administration 

Foundational system administration is the prerequisite for maintaining a secure and reachable management 
platform. Hardening the system involves precise network configuration and the enforcement of secure 
administrative access. Accurate time synchronization via Network Time Protocol (NTP) is particularly critical, as it 
ensures the forensic integrity of log timestamps, which is essential for cross-device log correlation and security 
auditing across the enterprise. 

3.1 System Settings Configuration 

The initial setup of FortiManager requires the configuration of essential network parameters, including a unique 
hostname and static IP assignments for management interfaces. Precise timekeeping is established using the 
config system ntp command set to ensure all system logs are synchronized. Furthermore, administrators 
must define accurate DNS and static routing settings to ensure FortiManager can resolve FortiGuard update 
servers and maintain consistent communication with managed FortiGate devices across different subnets. These 
settings form the backbone of the management network's reachability. 

3.2 Administrator Accounts and Roles 

Administrative risk is managed through the creation of specialized account types, each tailored to a specific level 
of responsibility. The Super_Admin role provides unrestricted access to every ADOM and system setting, making 
it suitable only for senior-level architects. In contrast, the Restricted_Admin role is used for delegated 
administration, limiting users to specific functional areas or device groups. For automation purposes, specialized 
API User accounts are created; these accounts are restricted from GUI access and must interact with the system 
solely through programmatic calls, thereby limiting the potential attack surface. 

3.3 Role-Based Access Control (RBAC) 



 
 
 
 
 
 

            
 

AAAdemy | https://www.aaademy.com 
Role-Based Access Control (RBAC) enforces the principle of least privilege by allowing for the definition of 
custom admin profiles with granular permissions. For example, a "Policy Manager" profile might be granted write 
access to the Policy & Objects module but denied access to system-level network settings. This structured 
approach prevents accidental misconfigurations by ensuring that administrators only possess the permissions 
necessary for their specific duties. Once these administrative controls and system settings are finalized, the focus 
shifts toward the secure onboarding of managed devices. 

4. Administration and Management Practice Question 

Q1: What is the primary purpose of FortiManager in network management?​
 A) To configure firewall policies for FortiGate devices​
 B) To provide centralized management for Fortinet security appliances​
 C) To configure the hardware settings for FortiGate devices​
 D) To monitor network traffic for potential threats 

Q2: Which of the following is a benefit of using Multi-Domain Administration (ADOMs) in FortiManager?​
 A) It isolates different network environments within a single FortiManager​
 B) It increases FortiManager’s logging capabilities​
 C) It helps configure device licenses automatically​
 D) It allows for automated backups of all FortiGate devices 

Q3: What is the role of Role-Based Access Control (RBAC) in FortiManager?​
 A) It allows administrators to assign policies based on user activity​
 B) It defines roles and restricts access to specific features based on administrator roles​
 C) It enables the automatic configuration of firewall policies​
 D) It tracks user login times and activity across all FortiGate devices 

Q4: What does the Super_Admin role allow an administrator to do in FortiManager?​
 A) Monitor traffic logs only​
 B) Configure the device’s routing and DNS settings​
 C) Access all features and ADOMs without restrictions​
 D) Modify the FortiGate device’s hardware settings 

Q5: Which of the following best describes FortiManager’s High Availability (HA) feature?​
 A) It improves logging and reporting capabilities​
 B) It ensures redundancy by using Active-Passive mode for failover​
 C) It automates the installation of security patches​
 D) It enables centralized traffic shaping management 

Q6: Which FortiManager access method would you use to perform advanced configuration and troubleshooting?​
 A) GUI​
 B) CLI​
 C) REST API​
 D) Zero-Touch Provisioning 

Q7: What is the purpose of enabling real-time monitoring and logging in FortiManager?​
 A) To configure FortiGate devices automatically​
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 B) To collect logs and monitor network activities for threat detection and performance analysis​
 C) To sync configuration changes between FortiGate devices​
 D) To enable automatic backup of device configurations 

Q8: In FortiManager, how can administrators track configuration changes and restore previous settings?​
 A) By using automated backup and revision control​
 B) By manually saving configuration files​
 C) By generating a system audit report​
 D) By assigning configurations to specific roles 

Q9: What access method allows administrators to integrate FortiManager with third-party tools?​
 A) CLI​
 B) REST API​
 C) GUI​
 D) Device Sync 

Q10: Which of the following must be configured in FortiManager for administrators to perform centralized 
management of FortiGate devices?​
 A) Administrator accounts and roles​
 B) Device synchronization​
 C) Policy and object assignment​
 D) All of the above 

 

 

FCP_FMG_AD-7.4 Device Registration 

1. FortiGate Registration Process 

Registering a FortiGate with FortiManager is a structured workflow that establishes the management relationship 
between the firewall and the central controller. This process requires coordinated network and authorization 
phases to ensure that only legitimate devices are permitted to join the management fabric. A successful 
registration creates a secure, persistent communication channel that serves as the foundation for all subsequent 
policy deployments and configuration updates. 

Connecting FortiGate to FortiManager 

The connectivity phase relies on the FortiGate-to-FortiManager (fgfm) protocol, which is the primary management 
tunnel for all device-controller communication. To establish this link, the network path must allow traffic on 
TCP/541 for fgfm and TCP/443 for HTTPS-based management access. On the FortiGate CLI, the administrator 
must configure the config system central-management settings, specifying the FortiManager's IP 
address. This action allows the FortiGate to initiate a connection request, signaling its intent to be managed by 
the central platform. 
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2. Methods of Device Registration 

FortiManager supports several registration methods designed to accommodate different deployment scales, from 
single-site additions to global enterprise rollouts. Choosing the appropriate method depends on whether the 
organization prioritizes granular manual control or the operational speed of zero-touch automation. 

2.1 Manual vs. Automatic Registration 

Manual registration is a GUI-driven process where the administrator proactively adds the FortiGate's IP and 
credentials into the Device Manager dashboard. Conversely, automatic registration is triggered from the 
FortiGate itself via the CLI. Once the central management settings are applied on the firewall, the device appears 
in the FortiManager's "Pending Approval" list. While manual registration is effective for individual deployments, 
automatic registration is significantly more efficient for large-scale environments, as it allows for the bulk approval 
of multiple devices from a single interface. 

2.2 Zero-Touch Provisioning (ZTP) 

Zero-Touch Provisioning (ZTP) represents the most advanced onboarding strategy, specifically designed for large 
enterprises with numerous remote branch offices. ZTP leverages FortiDeploy Cloud to automatically inform new 
FortiGate devices of their designated FortiManager's IP address upon their first connection to the internet. This 
eliminates the need for manual configuration by on-site technicians, as the devices automatically find, connect to, 
and register with the FortiManager out of the box, drastically reducing deployment timelines and travel costs. 

3. Device Connectivity Status and Management 

Maintaining visibility into the real-time status of managed devices is essential for ensuring that security policies 
are being enforced. A breakdown in connectivity, signified by a status change, indicates that the management 
tunnel is compromised and that the device may no longer be receiving critical security updates or configuration 
changes. 

3.1 Connectivity Status Definitions 

FortiManager utilizes several status indicators to track the lifecycle of a managed device. A "Pending Approval" 
status indicates a device has requested registration but is awaiting authorization. Once approved, the device 
moves to "Authorized," meaning it is fully managed. A "Disconnected" status signals a break in the fgfm tunnel, 
while "Unauthorized" indicates that a registration request was explicitly rejected. Administrators can use the 
diagnose fdsm central-mgmt-status command on the FortiGate to verify the real-time health and 
synchronization of this management connection. 

3.2 Configuration and Policy Synchronization 

Immediately following registration, FortiManager must perform a configuration retrieval to populate its local 
database with the FortiGate's current settings. This synchronization ensures that the FortiManager's "single 
source of truth" is accurate before any new policies are pushed. The Install Wizard then serves as the critical 
bridge, allowing administrators to bridge the gap between the FortiManager database and the live device 
configuration. This process ensures that the transition from local to central management is seamless and that no 
existing security settings are lost during onboarding. 
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4. Device Registration Practice Question 

Q1: What is the first step in registering a FortiGate device in FortiManager?​
 A) Configure the device’s policies manually​
 B) Synchronize the device settings with FortiManager​
 C) Connect the FortiGate device to FortiManager​
 D) Assign the device to an ADOM 

Q2: What does the "Pending Approval" status mean for a device in FortiManager?​
 A) The device is successfully registered and synchronized​
 B) The device has been rejected by the administrator​
 C) The device is waiting for administrator approval to finalize registration​
 D) The device is disconnected from FortiManager 

Q3: Which method of device registration in FortiManager automatically requests registration from the device once 
configured?​
 A) Manual Registration​
 B) Zero-Touch Provisioning (ZTP)​
 C) Script-Based Registration​
 D) Automatic Registration 

Q4: What is required to complete manual registration of a FortiGate device in FortiManager?​
 A) The FortiGate device must be powered off​
 B) The administrator must enter the FortiGate’s IP address in the FortiManager interface​
 C) The FortiGate device must be in factory default settings​
 D) The device needs to be manually configured with API keys 

Q5: Which CLI command is used to register a FortiGate device to FortiManager in script-based registration?​
 A) execute device connect​
 B) config system central-management​
 C) show system central-management​
 D) execute device sync 

Q6: What is the status of a device in FortiManager after successful registration?​
 A) Unauthorized​
 B) Disconnected​
 C) Pending Approval​
 D) Authorized 

Q7: Which of the following is a characteristic of Zero-Touch Provisioning (ZTP) for device registration in 
FortiManager?​
 A) It requires manual configuration of device settings​
 B) It automates the device registration process without administrator intervention​
 C) It only works with FortiGate devices in the same network​
 D) It requires the administrator to manually approve the device before registration 
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Q8: What is the benefit of using device synchronization in FortiManager after registering a device?​
 A) It allows FortiGate to receive the latest configuration updates​
 B) It disables logging for the device​
 C) It automatically installs policies on the device​
 D) It resets the FortiGate device to factory defaults 

Q9: When using Zero-Touch Provisioning (ZTP), what is the role of FortiDeploy?​
 A) It configures the FortiGate device’s firmware​
 B) It automates device registration and configuration deployment​
 C) It installs policies directly onto FortiGate devices​
 D) It monitors the device’s real-time performance 

Q10: What does the “Disconnected” status indicate for a device in FortiManager?​
 A) The device has been registered and is functioning normally​
 B) The device is pending approval from the administrator​
 C) The device is not connected and cannot communicate with FortiManager​
 D) The device is awaiting its configuration update 

 

 

FCP_FMG_AD-7.4 Device-Level Configuration and Installation 

1. Configuration Management in FortiManager 

Centralized configuration management is the primary mechanism for maintaining a "single source of truth" across 
the security fabric. By acting as the authoritative repository for all managed device settings, FortiManager 
prevents the risks associated with configuration drift, where individual firewalls deviate from the established 
security baseline. This centralized approach allows for the standardized application of network settings, ensuring 
that the entire infrastructure adheres to the organization's security posture. 

Key Features of Configuration Management 

FortiManager leverages configuration templates to push standardized settings, such as DNS, NTP, and SNMP 
configurations, to groups of devices simultaneously. To ensure accountability and resilience, the system 
maintains a comprehensive revision history for every managed device. This history tracks all modifications and 
allows administrators to perform rapid rollbacks to previous configuration versions if a change results in network 
instability. This capability is essential for maintaining high availability and operational continuity in complex 
enterprise environments. 

2. Policy Packages and Installations 

Security enforcement is operationalized through the use of Policy Packages, which aggregate firewall rules, NAT 
settings, and security profiles into a single deployable unit. This structure allows administrators to define a unified 
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security policy once and then distribute it to multiple FortiGate devices, ensuring that every firewall in a specific 
group enforces the same set of security standards. 

Components and Installation Workflow 

A Policy Package is composed of various elements, including IPv4/IPv6 policies, Virtual IPs for NAT, and security 
profiles like Antivirus and Web Filtering. The installation workflow is a multi-step process that begins with 
assigning the package to a device and culminates in the use of the Install Wizard. A critical component of this 
workflow is the "Preview Changes" step, which allows the administrator to inspect the exact CLI commands that 
will be pushed to the FortiGate. This validation step is vital for preventing accidental misconfigurations or rule 
conflicts during the deployment process. 

3. Configuration Synchronization and Rollback 

To maintain the integrity of the centralized management model, FortiManager must ensure that its database 
remains synchronized with the actual state of the managed firewalls. When changes are made locally on a 
FortiGate, the device becomes "out of sync" with FortiManager, necessitating a synchronization event to 
reconcile the differences. 

3.1 Manual and Automatic Synchronization 

Administrators can initiate a manual synchronization by selecting "Retrieve Config" within the Device Manager, 
forcing FortiManager to update its database with the latest settings from the FortiGate. Alternatively, 
organizations can enable automatic synchronization, where FortiManager periodically audits the managed 
devices at defined intervals, such as every 30 minutes. This automated approach ensures that the management 
database remains accurate with minimal administrative intervention, providing a consistent view of the network's 
configuration state. 

3.2 Rollback Strategies 

In scenarios where a configuration deployment causes unforeseen issues, FortiManager provides robust rollback 
strategies to restore the network to a known good state. By accessing the Revision History, an administrator can 
select a previous configuration version and push it back to the affected device. To further safeguard operations, 
the Auto-Backup feature can be enabled to automatically save a configuration revision before every installation. 
This creates a reliable safety net, allowing for immediate recovery from failed changes and minimizing the impact 
of potential downtime. 

4. Device-Level Configuration and Installation Practice Question 

Q1: What is the first step when creating a policy package in FortiManager?​
 A) Install the policy package on the FortiGate device​
 B) Define the policy rules, NAT settings, and security profiles​
 C) Assign the policy package to a specific ADOM​
 D) Create a device configuration template 

Q2: Which of the following is NOT a required step when installing a policy package on a FortiGate device via 
FortiManager?​
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 A) Create a policy package in FortiManager​
 B) Assign the policy package to a specific ADOM​
 C) Preview the changes before applying them​
 D) Reboot the FortiGate device 

Q3: What does the Preview option in FortiManager do before installing a policy package?​
 A) It applies the policy package to the device without committing it​
 B) It allows the administrator to review and confirm the changes before installation​
 C) It runs the policy package in test mode without affecting the device​
 D) It automatically installs the policy package on the device 

Q4: Which CLI command would you use to check if a policy package has been successfully applied to a 
FortiGate device?​
 A) show system policy​
 B) diagnose firewall policy list​
 C) execute policy package install​
 D) show firewall rules 

Q5: What does device synchronization in FortiManager ensure after a policy package installation?​
 A) It creates a backup of the device configuration​
 B) It applies the latest device firmware updates​
 C) It ensures the FortiGate device is in sync with the latest configuration from FortiManager​
 D) It restarts the FortiGate device to apply changes 

Q6: What action should be taken if a policy package installation fails due to a configuration error in 
FortiManager?​
 A) Reboot the FortiGate device​
 B) Check FortiManager logs for error details and correct the issue​
 C) Manually configure the policy package on the FortiGate device​
 D) Ignore the error and proceed with the next configuration 

Q7: What is the purpose of configuration templates in FortiManager for device-level configuration?​
 A) To automate the installation of security policies across devices​
 B) To configure settings for multiple devices based on a predefined template​
 C) To define user access roles for device management​
 D) To backup device configurations to FortiManager 

Q8: How can an administrator verify if the policy package is applied correctly on a FortiGate device?​
 A) By using the diagnose debug application command​
 B) By reviewing the FortiGate's policy logs in FortiManager​
 C) By using the diagnose sys session list command​
 D) By checking the FortiGate configuration revision history 

Q9: What does the "Install" button do when deploying a policy package in FortiManager?​
 A) It initiates the configuration synchronization with the FortiGate device​
 B) It automatically resets the FortiGate device to factory defaults​
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 C) It installs the policy package on the FortiGate device and applies the configurations​
 D) It installs the firmware on the FortiGate device 

Q10: How can administrators ensure that policy packages are consistently deployed across multiple FortiGate 
devices in different ADOMs?​
 A) By using the Global ADOM to share policies​
 B) By manually configuring policies on each device​
 C) By enabling automatic synchronization for each device​
 D) By configuring each device's individual IP address in FortiManager 

 

 

FCP_FMG_AD-7.4 Policy and Objects 

1. Firewall Policies 

Firewall policies are the fundamental enforcement mechanism within a zero-trust architecture, governing the flow 
of traffic between various network segments. These rules are processed using a top-to-bottom matching logic, 
where the first rule that satisfies the traffic criteria is applied. If a traffic flow does not match any explicit policy, it is 
intercepted by the implicit deny rule at the end of the list, which ensures that all unauthorized communication is 
blocked by default. 

Processing and Components 

Every firewall policy is defined by several essential components: the source and destination addresses, the 
specific services or protocols allowed, the action (Accept or Deny), and any security profiles required for deep 
packet inspection. By organizing these policies logically in FortiManager, administrators can ensure that traffic is 
inspected consistently as it moves through the network. The top-to-bottom processing order is critical; therefore, 
more specific rules must be placed above general rules to avoid shadow policies that are never evaluated. 

2. Address and Object Management 

Object-oriented management is the preferred strategy for maintaining scalable security environments, as it 
replaces hardcoded IP addresses with reusable, logical entities. This approach simplifies the management of 
complex policy sets; when a network asset’s IP address changes, the administrator only needs to update the 
single address object in the database, and the change is automatically propagated to every firewall policy that 
references that object. 

Types of Objects 

FortiManager supports various object types, including Address objects for subnets and FQDNs, Service objects 
for TCP/UDP ports, and Schedule objects for time-based access control. Additionally, User and Group objects 
allow for identity-based policy enforcement, enabling rules that grant access based on a user's role rather than 
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their network location. This centralized object database significantly reduces configuration redundancy and 
ensures that security definitions remain consistent across all managed administrative domains. 

3. Network Address Translation (NAT) Policies 

Network Address Translation (NAT) is strategically used to preserve public IP address space and shield internal 
network resources from direct internet exposure. By managing NAT centrally through FortiManager, 
administrators can standardize how internal users egress to the internet and how public-facing services are 
hosted within the enterprise. 

SNAT, DNAT, and PAT 

Source NAT (SNAT) is the most common form of NAT, used to mask internal private IPs behind a public interface 
address for internet access. Destination NAT (DNAT), typically implemented through Virtual IPs (VIPs), allows 
external traffic to reach internal servers by mapping a public IP to a private one. Port Address Translation (PAT), 
often referred to as NAT "overload," allows multiple internal users to share a single public IP by assigning unique 
port numbers to each session. These NAT strategies are essential for maintaining a secure and efficient IP 
addressing scheme across the distributed enterprise. 

4. Policy and Objects Practice Question 

Q1: What is the purpose of a firewall policy in FortiManager?​
 A) To define which traffic can be allowed or denied between network segments​
 B) To automate configuration backups​
 C) To monitor FortiGate device performance​
 D) To define network zones 

Q2: Which of the following is NOT a component of a basic firewall policy in FortiManager?​
 A) Source & Destination​
 B) Action (Allow/Deny)​
 C) Logging​
 D) Device Licensing 

Q3: How are firewall policies processed in FortiGate when there are multiple matching policies?​
 A) Policies are processed from bottom to top​
 B) The most specific policy is applied first​
 C) Policies are applied randomly​
 D) The first matching policy is applied, and no further policies are evaluated 

Q4: What is the role of Address Objects in firewall policies in FortiManager?​
 A) To define specific IP addresses, subnets, or IP ranges for use in policies​
 B) To assign user roles to network segments​
 C) To configure time-based restrictions on policies​
 D) To create logging filters for traffic monitoring 

Q5: What is the purpose of service objects in FortiManager firewall policies?​
 A) To represent TCP/UDP port numbers and protocols for traffic filtering​
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 B) To assign specific users to a policy​
 C) To set up time-based policies​
 D) To create virtual IPs for network devices 

Q6: How can an administrator configure a time-based policy in FortiManager?​
 A) By using the Time Schedule object​
 B) By configuring firewall rules with specific time conditions​
 C) By enabling the traffic shaping feature​
 D) By adjusting device clocks in the system settings 

Q7: What is the effect of enabling logging in a firewall policy in FortiManager?​
 A) It prevents the policy from being installed on the FortiGate device​
 B) It enables FortiManager to automatically create a backup of device configurations​
 C) It records logs of traffic that matches the policy for monitoring and analysis​
 D) It creates a virtual IP for monitoring purposes 

Q8: How are security profiles used in FortiManager firewall policies?​
 A) They allow administrators to apply additional protections, such as web filtering, antivirus, and IPS​
 B) They provide a list of acceptable services that can be used in the policy​
 C) They restrict access to network zones based on IP addresses​
 D) They define the action (Allow/Deny) for the traffic 

Q9: What is the primary benefit of using address groups in FortiManager?​
 A) To simplify policy creation by grouping multiple addresses under a single object​
 B) To configure time-based policies for groups of addresses​
 C) To create logs and reports based on grouped addresses​
 D) To configure VPN settings for multiple addresses 

Q10: How does using user/group objects benefit firewall policy configuration in FortiManager?​
 A) It restricts policy access based on the user identity or user groups​
 B) It configures time-based access for users​
 C) It defines IP address ranges for user traffic​
 D) It creates group-specific logging profiles 

 

 

FCP_FMG_AD-7.4 Global ADOM and Central Management 

1. Administrative Domains (ADOMs) 

Administrative Domains (ADOMs) are a critical architectural feature of FortiManager that enable multi-tenancy 
and administrative isolation within a single management instance. By partitioning the system into ADOMs, 
organizations can ensure that different business units or customers have dedicated environments for their 
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devices and policies. This segmentation prevents unauthorized access to configurations and ensures that 
changes made in one domain do not impact the operations of another. 

Types and Use Cases 

FortiManager utilizes two primary types of ADOMs: Regular ADOMs and Global ADOMs. Regular ADOMs 
contain specific device groups and local policy sets tailored to a particular environment. In contrast, the Global 
ADOM serves as a master repository for shared objects and policies that are intended to be enforced across all 
Regular ADOMs. Managed Security Service Providers (MSPs) frequently utilize this structure, using Regular 
ADOMs to isolate customer environments while leveraging the Global ADOM to push a standardized corporate 
security baseline to all clients simultaneously. 

2. Advanced ADOM Configurations 

Advanced ADOM configurations facilitate a hierarchical management model where a central security team can 
maintain global standards while allowing local administrators to manage site-specific requirements. This 
hierarchy is maintained through the inheritance of policies and the sharing of objects across the different 
administrative domains. 

Inheritance and Object Sharing 

Policies defined in the Global ADOM are assigned to Regular ADOMs, where they appear as "header" or "footer" 
rules that local administrators cannot typically modify. This inheritance ensures that a baseline security posture is 
maintained across the entire organization. Furthermore, the cross-ADOM object sharing feature allows common 
resources, such as shared VPN gateways or corporate address objects, to be defined once and used globally. 
This reduces configuration redundancy and ensures that the most critical security definitions remain uniform 
across the entire management fabric. 

3. Global ADOM and Central Management Practice Question 

Q1: What is the purpose of the Global ADOM in FortiManager?​
 A) To provide centralized logging and reporting for all FortiGate devices​
 B) To manage policies and configurations shared across multiple ADOMs​
 C) To configure FortiGate devices individually​
 D) To create a backup configuration for each device 

Q2: Which of the following is a benefit of using Centralized Management in FortiManager?​
 A) It enables the configuration of FortiGate devices without a network connection​
 B) It allows the configuration of multiple devices from a single interface​
 C) It automates device license renewals​
 D) It blocks unauthorized devices from being registered 

Q3: What is the primary function of Regular ADOMs in FortiManager?​
 A) To manage shared policies and objects across devices​
 B) To manage specific device groups and configurations isolated from other ADOMs​
 C) To track license usage for FortiGate devices​
 D) To centralize logging and reporting for devices 
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Q4: How does Central Management enhance the use of Global ADOM in FortiManager?​
 A) It allows you to configure FortiGate devices only in the Global ADOM​
 B) It facilitates the configuration of shared policies and objects that apply across all devices​
 C) It limits the number of devices that can be managed​
 D) It automatically syncs all FortiGate devices with the Global ADOM 

Q5: What happens when an administrator configures a policy in the Global ADOM?​
 A) The policy applies only to the device within that specific ADOM​
 B) The policy is automatically distributed across all Regular ADOMs​
 C) The policy can only be applied to a single FortiGate device​
 D) The policy configuration is discarded after synchronization 

Q6: Which FortiManager feature allows administrators to sync device configurations and policies between 
different ADOMs?​
 A) Centralized Configuration Management​
 B) Policy Package Deployment​
 C) ADOM Synchronization​
 D) FortiAnalyzer Integration 

Q7: How does the Global ADOM help manage security policies in large organizations with multiple departments?​
 A) By creating isolated, department-specific policies that cannot be shared​
 B) By allowing shared policies and objects across departments, while maintaining independence in each 
department's policies​
 C) By enforcing strict security policies that apply globally across all departments​
 D) By automatically generating reports for each department 

Q8: What is the function of Global Objects in the Global ADOM?​
 A) To restrict access to device configurations​
 B) To allow sharing of address objects, service objects, and other resources across multiple ADOMs​
 C) To create unique policies for each device​
 D) To configure time-based policies across devices 

Q9: Which feature in FortiManager ensures that policies and objects are applied consistently across devices in 
different ADOMs?​
 A) Multi-Domain Administration​
 B) Global ADOM​
 C) ADOM Sync​
 D) Device Authorization 

Q10: What is the benefit of using Centralized Management with Global ADOM in FortiManager?​
 A) It allows the administrator to configure individual FortiGate devices separately​
 B) It simplifies the process of applying uniform policies across all devices within different ADOMs​
 C) It limits the devices that can be managed by FortiManager​
 D) It reduces the need for device synchronization 
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FCP_FMG_AD-7.4 Diagnostics and Troubleshooting 

1. Common FortiManager Troubleshooting Commands 

Systematic troubleshooting in FortiManager relies on a suite of CLI-based diagnostic tools designed to isolate 
failures in the system, network, or device communication. These commands provide real-time visibility into 
process performance and connectivity, which is essential for maintaining the high availability of the management 
platform and the integrity of the security fabric. 

System and Connectivity Tools 

To monitor system health, administrators utilize diag sys top, which identifies processes consuming 
excessive CPU or memory resources. Network reachability between FortiManager and its managed firewalls is 
verified using the execute ping and execute traceroute commands. These tools help identify network 
bottlenecks or hops where the management traffic might be failing. For licensing issues, the command diag 
hardware deviceinfo license is the primary method to verify the validity of the system's license and its 
current device registration limits. 

2. Troubleshooting Common Issues 

Effective troubleshooting requires an understanding of the most frequent failure points, which typically involve 
device connectivity, policy installation conflicts, and synchronization errors. By analyzing real-time debug logs, 
administrators can pinpoint the root cause of these issues and apply the appropriate corrective actions. 

Device Connectivity and Policy Failures 

Devices appearing as "Disconnected" often suffer from incorrect IP settings or blocked management ports. To 
diagnose these issues, administrators can use diagnose dvm device list to check the current 
synchronization status of all registered devices. If a policy installation fails, the command diag debug 
application install -1 provides detailed logs explaining the conflict or error. In cases of significant 
database drift, the execute refresh-device command can be used to force a manual synchronization of the 
device settings. This framework ensures that the central management system remains accurate and responsive. 

3. Diagnostics and Troubleshooting Practice Question 

Q1: What is the primary purpose of the diagnose sys top command in FortiManager?​
 A) To display real-time traffic logs​
 B) To display the system’s active processes and their resource usage​
 C) To show the status of device synchronization​
 D) To view active policies applied on FortiGate devices 

Q2: Which CLI command would you use to test network connectivity between a FortiGate device and 
FortiManager?​
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 A) execute ping​
 B) diagnose debug enable​
 C) diagnose dvm device list​
 D) show system central-management 

Q3: When troubleshooting a FortiGate device registration issue in FortiManager, which command helps you verify 
the central management configuration on the FortiGate?​
 A) show system central-management​
 B) diagnose system ha status​
 C) diagnose firewall policy list​
 D) execute policy package install 

Q4: If a policy installation on a FortiGate device fails through FortiManager, which command would help you view 
the policy installation logs?​
 A) diagnose debug application fmg -1​
 B) diagnose firewall ippool list​
 C) diagnose sys top​
 D) execute refresh-device 

Q5: What should an administrator check if FortiManager shows a device as "disconnected"?​
 A) The FortiGate device's IP address in FortiManager settings​
 B) The device’s active sessions in FortiManager​
 C) The FortiGate’s firmware version​
 D) Whether the FortiGate device is physically powered off 

Q6: What does the diagnose debug enable command do in FortiManager?​
 A) Enables detailed debugging logs for system processes​
 B) Enables device synchronization between FortiGate and FortiManager​
 C) Displays the system performance statistics​
 D) Reboots the FortiGate device 

Q7: When troubleshooting FortiGate device registration failures in FortiManager, what would be the first step to 
check?​
 A) Ensure the FortiGate device's license is valid​
 B) Verify that the FortiGate device is properly configured to communicate with FortiManager​
 C) Check if the FortiGate device has been powered off​
 D) Review FortiManager’s database synchronization settings 

Q8: Which of the following is an important diagnostic step when troubleshooting a policy installation failure on a 
FortiGate device?​
 A) Check the device's DNS settings​
 B) Check the FortiGate’s system logs for errors​
 C) Reboot the FortiManager​
 D) Install a new firmware version on the FortiGate device 
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Q9: When performing troubleshooting using logs in FortiManager, what should an administrator do if logs show 
excessive traffic denial?​
 A) Increase the logging level to capture more details​
 B) Verify the firewall policies to ensure they are not blocking legitimate traffic​
 C) Disable logging to reduce the log volume​
 D) Change the device's synchronization settings 

Q10: Which FortiManager command would you use to test network connectivity to FortiGate from FortiManager?​
 A) diagnose dvm device list​
 B) diagnose ping <device_IP>​
 C) diagnose system ha status​
 D) execute sync-all 

 

 

FCP_FMG_AD-7.4 Additional Configuration 

1. FortiManager High Availability (HA) 

High Availability (HA) is a strategic requirement for enterprise environments, ensuring that the management 
plane remains accessible even during a hardware failure. By deploying FortiManager in an HA cluster, 
organizations eliminate single points of failure, providing seamless failover and continuous monitoring of the 
security fabric. 

Configuration and Failover 

FortiManager primarily operates in Active-Passive HA mode. In this configuration, a primary unit manages all 
tasks while a secondary unit remains in a standby state, continuously synchronizing its database via a dedicated 
sync interface. A critical configuration rule for HA is the priority logic: a higher priority value indicates the primary 
unit. To ensure a stable cluster, both units must run identical firmware. Administrators use diagnose sys ha 
status to verify synchronization and can manually trigger a sync if the units appear "Out of Sync" by using the 
command execute ha synchronize. 

2. SNMP and Monitoring in FortiManager 

Simple Network Management Protocol (SNMP) integration provides proactive visibility into system performance 
and health. By enabling the SNMP agent, FortiManager can send real-time alerts to external monitoring stations, 
ensuring that the security team is immediately notified of critical events that could impact management 
operations. 

SNMP Configuration and Traps 



 
 
 
 
 
 

            
 

AAAdemy | https://www.aaademy.com 
FortiManager supports SNMP versions v1, v2c, and v3, with v3 being the recommended standard due to its 
encryption and authentication capabilities. Configuration involves enabling the SNMP agent, defining community 
strings or users, and restricting access to trusted host IPs. Administrators can configure SNMP traps to alert on 
specific critical events, including license expiry warnings, device disconnects, and policy installation failures. The 
command diag snmp status is used to verify that the SNMP service is running correctly and accepting 
connections. 

3. REST API and Automation Troubleshooting 

As organizations increasingly adopt automation, the security and reliability of the REST API become paramount. 
This programmatic interface allows for the rapid deployment of changes, but it also requires precise 
troubleshooting to resolve authentication and formatting errors that can disrupt automated workflows. 

API Security and Debugging 

API security is enforced through the use of unique API keys and strict IP-based access restrictions. When 
automation scripts fail, it is often due to an incorrect URL format; it is essential to ensure that requests are 
directed to the correct path, specifically including the /jsonrpc suffix. To perform deep-level debugging of failed 
API requests, administrators use the command diag debug application fmg -1. This command provides 
detailed logs of the interaction between the automation script and the FortiManager, allowing for the quick 
identification of expired tokens or insufficient permissions. 

4. Best Practices for HA, SNMP, and API Automation 

Maintaining a secure and high-performing FortiManager deployment requires adherence to established 
architectural best practices. These principles focus on system parity, the use of secure protocols, and the 
validation of automated changes to prevent large-scale network disruptions. 

Strategic Best Practices 

For High Availability, it is vital to maintain firmware parity between cluster members and use dedicated sync 
interfaces to prevent synchronization lag. SNMP monitoring should always prioritize SNMPv3 to ensure that 
management data is encrypted during transit. Finally, all REST API automation should be thoroughly tested in a 
sandbox environment before being applied to the production network. By following these holistic management 
principles, senior architects can ensure that FortiManager remains a resilient, secure, and efficient centerpiece of 
the enterprise security operations. 

5. Additional Configuration Practice Question 

Q1: What is the main purpose of FortiManager High Availability (HA)?​
 A) To increase the storage capacity of FortiManager​
 B) To ensure redundancy and failover in case of a failure​
 C) To manage the backup configurations for FortiGate devices​
 D) To integrate FortiManager with FortiAnalyzer 
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Q2: In FortiManager HA, what happens if the primary (active) unit fails?​
 A) The backup unit will automatically take over and become active​
 B) The devices being managed by FortiManager will need to be manually re-registered​
 C) The devices will continue to function without any issues​
 D) The configuration data is lost until the primary unit is restored 

Q3: Which FortiManager feature can be used to monitor devices in real-time and send notifications for specific 
events?​
 A) FortiAnalyzer integration​
 B) SNMP (Simple Network Management Protocol)​
 C) REST API​
 D) Traffic shaping policies 

Q4: What type of configuration changes can be tracked and managed using the FortiManager revision history 
feature?​
 A) Firmware updates only​
 B) Firewall policies and device configurations​
 C) Device hardware changes​
 D) License renewals for devices 

Q5: What is the role of FortiManager’s REST API?​
 A) To configure devices automatically without manual intervention​
 B) To provide a programmatic interface for automating tasks and integration with third-party systems​
 C) To configure high availability (HA) for FortiManager​
 D) To monitor network traffic from FortiGate devices 

Q6: What is the purpose of Traffic Shaping in FortiManager?​
 A) To configure the FortiGate’s hardware settings​
 B) To prioritize certain types of traffic, such as VoIP or streaming, over others​
 C) To block unwanted traffic based on source and destination​
 D) To set time-based policies for traffic filtering 

Q7: How can SNMP traps be used in FortiManager for monitoring?​
 A) To collect performance statistics from FortiGate devices​
 B) To send real-time notifications for network or system events to the monitoring system​
 C) To configure address objects remotely​
 D) To adjust FortiGate firewall policy settings automatically 

Q8: What is the purpose of enabling FortiManager High Availability (HA) in Active-Passive mode?​
 A) To improve the throughput of device management​
 B) To ensure that there is no interruption in device management in case of a failure​
 C) To allow FortiManager to manage multiple FortiGate devices at once​
 D) To automatically configure FortiGate devices 

Q9: When configuring FortiManager for automated management tasks via the REST API, what is a key benefit?​
 A) It provides a direct interface to FortiGate hardware components​
 B) It allows for automation of configuration deployment and reporting​
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 C) It provides real-time bandwidth monitoring​
 D) It automatically installs firmware updates on all devices 

Q10: How does FortiManager HA ensure data synchronization between the active and passive units?​
 A) Through scheduled backups​
 B) By using database synchronization for consistent configuration data​
 C) By performing real-time diagnostics​
 D) By generating daily configuration logs 

 
 
 

Learning Path & Study Advice 
A structured learning approach should begin with reinforcing core networking and firewall concepts, followed by 
an introduction to centralized management principles. Candidates should focus on understanding how 
configuration and policy management scale across multiple devices, rather than memorizing interface steps. 
Progressing into hands-on practice with policy deployment, device grouping, and revision tracking can help 
solidify understanding. Emphasis should be placed on interpreting system behavior, troubleshooting configuration 
issues, and understanding the reasoning behind administrative domain segmentation and workflow processes. 
 
 

Who This PDF Is For 
This document is intended for network and security professionals responsible for managing multiple security 
devices in enterprise environments. It is suitable for individuals in roles such as network administrators, security 
administrators, and IT engineers who have prior exposure to firewall technologies. Candidates with a 
foundational understanding of networking and security concepts, and who are looking to expand into centralized 
management using FortiManager, will benefit most from this material. 
 
 

Call To Action 
This document provides an overview of structured learning and certification preparation approaches. For learners 
seeking clear knowledge organization, guided study planning, and exam-focused practice resources, AAAdemy 
offers a comprehensive platform to support independent and effective learning. 

Explore additional training materials, study guidance, and practice resources at: 

https://www.aaademy.com/FCP-in-Network-Security/FCP_FMG_AD-7.4.html 

Online Flashcards (Quizlet)： 
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https://quizlet.com/user/AAAdemy/folders/fcp_fmg_ad-74-fortimanager-74-administrator-flashcards?i=6zfa5t&x=1
xqt 
 
 
 
Attachment : Answers by Knowledge Point 

Administration and Management Practice Question​
A1: Answer: B) To provide centralized management for Fortinet security appliances.​
Explanation: FortiManager's primary purpose is to provide centralized management for Fortinet security 
appliances, such as FortiGate devices, enabling administrators to manage configurations, policies, and 
monitoring from a single platform. 

A2: Answer: A) It isolates different network environments within a single FortiManager.​
Explanation: Multi-Domain Administration (ADOMs) allows FortiManager to isolate different network 
environments, providing a way to segregate configurations and manage devices independently across various 
departments or environments. 

A3: Answer: B) It defines roles and restricts access to specific features based on administrator roles.​
Explanation: Role-Based Access Control (RBAC) allows FortiManager to define roles for different administrators, 
restricting access to specific features, policies, and ADOMs based on each user's responsibilities and privileges. 

A4: Answer: C) Access all features and ADOMs without restrictions.​
Explanation: The Super_Admin role grants full administrative access to all features and ADOMs in FortiManager, 
enabling the user to manage configurations, policies, and devices across the entire system. 

A5: Answer: B) It ensures redundancy by using Active-Passive mode for failover.​
Explanation: FortiManager's High Availability (HA) feature ensures system redundancy by using Active-Passive 
mode, where one unit acts as the primary (active) unit and the other as a backup (passive) unit, allowing failover 
in case of failure. 

A6: Answer: B) CLI.​
Explanation: The CLI (Command-Line Interface) is used for advanced configuration, troubleshooting, and 
scripting in FortiManager, providing greater flexibility and control than the GUI for complex tasks. 

A7: Answer: B) To collect logs and monitor network activities for threat detection and performance analysis.​
Explanation: Real-time monitoring and logging provide administrators with tools to track network performance, 
monitor for security events, and analyze logs for troubleshooting, threat detection, and compliance. 

A8: Answer: A) By using automated backup and revision control.​
Explanation: FortiManager tracks all configuration changes through revision history and automated backups, 
allowing administrators to restore previous settings when necessary. 

A9: Answer: B) REST API.​
Explanation: The REST API allows for automation and integration with third-party tools, enabling administrators 
to configure FortiManager programmatically and integrate it into larger network management systems. 
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A10: Answer: D) All of the above.​
Explanation: To perform centralized management of FortiGate devices in FortiManager, administrators must 
configure administrator accounts, set up device synchronization, and assign policies and objects to the FortiGate 
devices. 

Device Registration Practice Question​
A1: Answer: C) Connect the FortiGate device to FortiManager.​
Explanation: The first step in registering a FortiGate device in FortiManager is to connect the device to 
FortiManager, allowing the system to begin the registration process. 

A2: Answer: C) The device is waiting for administrator approval to finalize registration.​
Explanation: Pending Approval means the FortiGate device has requested registration with FortiManager but is 
awaiting approval from the administrator before it can be officially managed. 

A3: Answer: D) Automatic Registration.​
Explanation: Automatic Registration occurs when a device is pre-configured with FortiManager settings, and it 
automatically requests registration once it is connected to the network. 

A4: Answer: B) The administrator must enter the FortiGate’s IP address in the FortiManager interface.​
Explanation: Manual registration requires the IP address of the FortiGate device to be entered into the 
FortiManager GUI, allowing FortiManager to establish a connection with the device. 

A5: Answer: B) config system central-management.​
Explanation: The config system central-management command is used in FortiGate’s CLI to configure 
the device for script-based registration to FortiManager. 

A6: Answer: D) Authorized.​
Explanation: After a device has successfully completed the registration process and has been approved by the 
administrator, its status in FortiManager is marked as Authorized, meaning it is fully integrated and ready for 
management. 

A7: Answer: B) It automates the device registration process without administrator intervention.​
Explanation: Zero-Touch Provisioning (ZTP) allows devices to automatically receive configurations and register 
themselves with FortiManager without requiring manual steps from the administrator. 

A8: Answer: A) It allows FortiGate to receive the latest configuration updates.​
Explanation: Device synchronization ensures that FortiGate devices receive the latest configuration from 
FortiManager, keeping them in sync with any changes or updates to policies and settings. 

A9: Answer: B) It automates device registration and configuration deployment.​
Explanation: FortiDeploy is used in Zero-Touch Provisioning (ZTP) to automatically deploy configuration settings 
to FortiGate devices without requiring manual intervention from the administrator. 

A10: Answer: C) The device is not connected and cannot communicate with FortiManager.​
Explanation: A Disconnected status means that the device is offline or unable to communicate with FortiManager, 
possibly due to network issues or incorrect configuration. 
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Device-Level Configuration and Installation Practice Question​
A1: Answer: B) Define the policy rules, NAT settings, and security profiles.​
Explanation: The first step in creating a policy package is to define the firewall policy rules, NAT settings, and 
security profiles that will be applied to the FortiGate device. 

A2: Answer: D) Reboot the FortiGate device.​
Explanation: Rebooting the FortiGate device is not a required step when installing a policy package. The steps 
are to create the package, assign it, preview changes, and install it, without requiring a reboot of the FortiGate 
device. 

A3: Answer: B) It allows the administrator to review and confirm the changes before installation.​
Explanation: The Preview option allows the administrator to review the changes that will be applied by the policy 
package, ensuring that no unintended changes are made before installation. 

A4: Answer: B) diagnose firewall policy list.​
Explanation: The diagnose firewall policy list command provides information about the active firewall 
policies and helps verify if the policy package has been successfully installed on the FortiGate device. 

A5: Answer: C) It ensures the FortiGate device is in sync with the latest configuration from FortiManager.​
Explanation: Device synchronization ensures that the FortiGate device is aligned with the latest configuration, 
including the applied policy package, security profiles, and other settings. 

A6: Answer: B) Check FortiManager logs for error details and correct the issue.​
Explanation: If a policy package installation fails, the administrator should check the FortiManager logs for error 
details to understand the cause of the failure and make necessary corrections before retrying the installation. 

A7: Answer: B) To configure settings for multiple devices based on a predefined template.​
Explanation: Configuration templates allow administrators to apply a predefined set of configurations (such as 
policies, network settings, and security profiles) across multiple FortiGate devices, ensuring consistency and 
efficiency in device management. 

A8: Answer: B) By reviewing the FortiGate's policy logs in FortiManager.​
Explanation: Administrators can verify if a policy package is applied correctly by reviewing the policy logs in 
FortiManager, which show any errors or issues encountered during policy installation and synchronization. 

A9: Answer: C) It installs the policy package on the FortiGate device and applies the configurations.​
Explanation: The "Install" button in FortiManager applies the policy package to the FortiGate device, configuring 
the firewall rules, NAT settings, and security profiles based on the defined policies. 

A10: Answer: A) By using the Global ADOM to share policies.​
Explanation: The Global ADOM allows administrators to create and share common policies across multiple 
Regular ADOMs, ensuring consistent policy deployment across different FortiGate devices within FortiManager. 

Policy and Objects Practice Question​
A1: Answer: A) To define which traffic can be allowed or denied between network segments.​
Explanation: A firewall policy is used to control the flow of network traffic between different network segments by 
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defining rules based on source, destination, services, and security profiles. It determines whether traffic is 
allowed or denied. 

A2: Answer: D) Device Licensing.​
Explanation: Device Licensing is not part of the basic firewall policy. The key components are Source & 
Destination, Action (Allow/Deny), Logging, and Security Profiles. 

A3: Answer: D) The first matching policy is applied, and no further policies are evaluated.​
Explanation: Firewall policies in FortiGate are processed from top to bottom. Once a match is found, no further 
policies are evaluated, which is why the order of policies is important. 

A4: Answer: A) To define specific IP addresses, subnets, or IP ranges for use in policies.​
Explanation: Address objects are used to define specific IP addresses, subnets, or IP ranges, which can then be 
used in firewall policies to control traffic flow between network segments. 

A5: Answer: A) To represent TCP/UDP port numbers and protocols for traffic filtering.​
Explanation: Service objects are used to define protocols (like HTTP, HTTPS, SSH) and port numbers (such as 
port 80 for HTTP), which are then used in firewall policies to filter traffic based on the type of service. 

A6: Answer: A) By using the Time Schedule object.​
Explanation: Time-based policies are implemented by creating a Time Schedule object in FortiManager, which 
allows administrators to apply policies based on specific times or days (e.g., allowing or denying access during 
business hours). 

A7: Answer: C) It records logs of traffic that matches the policy for monitoring and analysis.​
Explanation: Enabling logging in a firewall policy allows FortiManager to record logs for traffic that matches the 
policy. These logs help monitor traffic, troubleshoot issues, and analyze security events. 

A8: Answer: A) They allow administrators to apply additional protections, such as web filtering, antivirus, and IPS.​
Explanation: Security profiles are used to apply additional security protections, like web filtering, antivirus 
scanning, and IPS, to traffic that matches the firewall policy, enhancing the overall security of the network. 

A9: Answer: A) To simplify policy creation by grouping multiple addresses under a single object.​
Explanation: Address groups in FortiManager allow administrators to group multiple IP addresses or subnets 
under a single object, making it easier to apply the same policy settings to multiple addresses without configuring 
them individually. 

A10: Answer: A) It restricts policy access based on the user identity or user groups.​
Explanation: User/group objects allow administrators to define policies based on the identity or group 
membership of users, enabling access control and traffic filtering based on users, rather than just IP addresses. 

Global ADOM and Central Management Practice Question​
A1: Answer: B) To manage policies and configurations shared across multiple ADOMs.​
Explanation: The Global ADOM allows administrators to define and manage shared policies and objects that can 
be used across multiple Regular ADOMs, ensuring consistency across different network segments or 
departments. 
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A2: Answer: B) It allows the configuration of multiple devices from a single interface.​
Explanation: Centralized Management enables administrators to manage and configure multiple FortiGate 
devices from a single interface in FortiManager, streamlining device management and policy deployment. 

A3: Answer: B) To manage specific device groups and configurations isolated from other ADOMs.​
Explanation: Regular ADOMs are used to manage devices, configurations, and policies specific to a certain 
group or department, offering isolation of settings and configurations across different environments. 

A4: Answer: B) It facilitates the configuration of shared policies and objects that apply across all devices.​
Explanation: Central Management in FortiManager enables the creation of shared policies and objects in the 
Global ADOM, which can then be applied across multiple Regular ADOMs, allowing for consistent security 
policies and configuration management. 

A5: Answer: B) The policy is automatically distributed across all Regular ADOMs.​
Explanation: Policies configured in the Global ADOM are shared across multiple Regular ADOMs, allowing for 
centralized configuration management, and ensuring that the same policies are applied to all FortiGate devices 
managed under different ADOMs. 

A6: Answer: C) ADOM Synchronization.​
Explanation: ADOM Synchronization ensures that policies, objects, and configurations are in sync across all 
ADOMs, allowing administrators to easily update and manage devices and policies across various network 
segments in a consistent manner. 

A7: Answer: B) By allowing shared policies and objects across departments, while maintaining independence in 
each department's policies.​
Explanation: The Global ADOM facilitates the creation of shared policies and objects that can be used across 
multiple departments (Regular ADOMs), while still allowing each department to manage its own specific policies 
independently. 

A8: Answer: B) To allow sharing of address objects, service objects, and other resources across multiple ADOMs.​
Explanation: Global Objects are shared resources in the Global ADOM that can be used across multiple Regular 
ADOMs to maintain consistency and simplify policy management by reusing objects such as addresses, services, 
and groups. 

A9: Answer: C) ADOM Sync.​
Explanation: ADOM Sync ensures that policies and objects are consistently applied across all ADOMs, whether 
they are Global ADOM or Regular ADOMs, guaranteeing that devices in different network segments use the 
same configurations and security measures. 

A10: Answer: B) It simplifies the process of applying uniform policies across all devices within different ADOMs.​
Explanation: Centralized Management with Global ADOM allows administrators to apply consistent policies and 
objects across all FortiGate devices, even those in different Regular ADOMs, streamlining policy management in 
large, distributed networks. 

Diagnostics and Troubleshooting Practice Question​
A1: Answer: B) To display the system’s active processes and their resource usage.​
Explanation: The diagnose sys top command provides a real-time view of system processes and their CPU 
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and memory usage, helping administrators diagnose system performance issues and identify resource 
bottlenecks. 

A2: Answer: A) execute ping.​
Explanation: The execute ping command is used to test network connectivity between devices, allowing 
administrators to confirm if FortiManager can communicate with a FortiGate device over the network. 

A3: Answer: A) show system central-management.​
Explanation: The show system central-management command on the FortiGate device displays the current 
central management configuration, helping administrators verify if FortiGate is properly configured to register with 
FortiManager. 

A4: Answer: A) diagnose debug application fmg -1.​
Explanation: The diagnose debug application fmg -1 command enables FortiManager debug logging, 
allowing administrators to view detailed logs of policy installation failures and troubleshoot issues in the policy 
deployment process. 

A5: Answer: A) The FortiGate device's IP address in FortiManager settings.​
Explanation: If a device shows as disconnected in FortiManager, administrators should verify the device's IP 
address and ensure that network connectivity between FortiManager and the FortiGate device is working 
properly. 

A6: Answer: A) Enables detailed debugging logs for system processes.​
Explanation: The diagnose debug enable command is used to enable debugging logs in FortiManager, 
which helps administrators to capture detailed information about system processes, helping with troubleshooting 
issues related to device management, policy application, etc. 

A7: Answer: B) Verify that the FortiGate device is properly configured to communicate with FortiManager.​
Explanation: The first troubleshooting step for device registration issues is to ensure that the FortiGate device is 
correctly configured to communicate with FortiManager, including verifying the device’s IP address and 
registration settings. 

A8: Answer: B) Check the FortiGate’s system logs for errors.​
Explanation: When troubleshooting policy installation failures, checking the FortiGate's system logs for error 
messages is a critical step, as the logs may provide details on why the policy installation failed (e.g., policy 
conflicts, device misconfiguration). 

A9: Answer: B) Verify the firewall policies to ensure they are not blocking legitimate traffic.​
Explanation: If logs show excessive traffic denial, it is important to verify the firewall policies to ensure that 
legitimate traffic is not being incorrectly blocked due to misconfigured rules. 

A10: Answer: B) diagnose ping <device_IP>.​
Explanation: The diagnose ping <device_IP> command is used to test network connectivity between 
FortiManager and FortiGate by sending ping requests to the device's IP address. 
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Additional Configuration Practice Question​
A1: Answer: B) To ensure redundancy and failover in case of a failure.​
Explanation: FortiManager High Availability (HA) ensures that there is a backup FortiManager unit in 
Active-Passive mode for redundancy and failover, ensuring continuous operation in case of a failure in the active 
unit. 

A2: Answer: A) The backup unit will automatically take over and become active.​
Explanation: In FortiManager HA, if the primary unit fails, the backup (passive) unit automatically takes over as 
the active unit to ensure uninterrupted service and management of the devices. 

A3: Answer: B) SNMP (Simple Network Management Protocol).​
Explanation: SNMP in FortiManager is used for monitoring devices and can send notifications for specific events 
such as device status changes, connection issues, or configuration errors, allowing administrators to take 
immediate action. 

A4: Answer: B) Firewall policies and device configurations.​
Explanation: FortiManager's revision history feature allows administrators to track changes made to firewall 
policies, device configurations, and other settings, enabling them to rollback to previous versions if needed. 

A5: Answer: B) To provide a programmatic interface for automating tasks and integration with third-party systems.​
Explanation: The REST API in FortiManager allows for automation of tasks such as configuration management, 
policy deployment, and integration with other third-party systems, enabling better orchestration and efficiency. 

A6: Answer: B) To prioritize certain types of traffic, such as VoIP or streaming, over others.​
Explanation: Traffic Shaping (also known as Quality of Service or QoS) allows administrators to prioritize certain 
traffic types (e.g., VoIP, video streaming) to ensure they have sufficient bandwidth while limiting less critical traffic. 

A7: Answer: B) To send real-time notifications for network or system events to the monitoring system.​
Explanation: SNMP traps in FortiManager allow administrators to receive real-time notifications for critical events 
such as device status changes, configuration issues, or connectivity problems, helping in proactive monitoring 
and management. 

A8: Answer: B) To ensure that there is no interruption in device management in case of a failure.​
Explanation: FortiManager HA in Active-Passive mode ensures that if the active unit fails, the passive unit 
automatically takes over, maintaining continuity in device management without downtime. 

A9: Answer: B) It allows for automation of configuration deployment and reporting.​
Explanation: The REST API allows administrators to automate configuration deployment and generate reports, 
eliminating the need for manual interventions, making network management more efficient. 

A10: Answer: B) By using database synchronization for consistent configuration data.​
Explanation: Database synchronization ensures that both Active and Passive units in FortiManager HA have 
identical configuration data, enabling seamless failover when the active unit fails. 
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